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CONTENT AND COPYRIGHT

proXsign® is a product developed by SETCCE. Possession or distribution of proXSign®
product without a license is illegal. To obtain your license please contact your service
provider who uses proXSign® component within the service you are using. If you are
interested in buying license for integration into your solution, please contact SETCCE.

The content of this document is copyrighted entirely by SETCCE. No distribution or copying
is allowed without permission of SETCCE. SETCCE, SETCCE logos and SETCCE product
names are registered trademarks by SETCCE. Copying and usage of logos and product
names are not allowed prior to SETCCE approval.

About SETCCE

SETCCE is the leading regional provider of specialized solutions and services for business
process dematerialization. We have pioneered in local as well as in international markets
with technologies that deliver trust in e-business and e-government services, and comply
with the most demanding legislative requirements.

Working with industries such as telecom, finance, and the governmental sector, SETCCE
delivers a range of products and services covering the fields of:

e Electronic invoicing

e Electronic archiving

e Electronic signing

e PKI and information security

Contacts

SETCCE d.o.o.
Tehnoloski park 21
SI-1000 Ljubljana
Slovenia

Europe

Web: www.setcce.si
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1. NEW GENERATION OF SETCCE PROXSIGN®
COMPONENT

The SETCCE proXSign® components provide digital signing, encryption/decryption and time
stamping of your documents.

The new generation of SETCCE proXSign® v 2.0.0 has been developed as a response to
the limited plug-in support by the majority of browsers. SETCCE proXSign v 2.0.0
overcomes issues raised by the limited access to the certificate store and crypto functions
in Firefox v 33 and higher, as well as issues related to limited plug-in access to the system
functions in Google Chrome and Microsoft Edge.

SETCCE proXSign v 2.0.0 innovative concept provides solution, which is browser
independent as it works in all popular browsers.

The new proXSign® component is installed as a desktop application which runs as a
background process. Features like »Autoupdate«, »Autostart« and »Check for Updates«
are configurable in the graphical user interface. You can also always check if component is
running.

The advantages of the SETCCE proXSign v 2.0.0 are:
One component for all functionalities (signing of PDF and XML documents, timestamping)
e Support for all popular browsers,
e User can use different browsers and only one digital certificate store,
e Single installation for all browsers,
e Autoupgrade.

For assistance with installation or use of SETCCE proXSign v 2.0.0 please first contact the
service provider (i.e. on-line banking, governmental services etc.), and then the SETCCE
support.
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2. SUPPORTED ENVIRONMENT

2.1. Supported environment

Operating system | Browser
(0s)
Windows € Internet Explorer v8 to vi1
Xp*,7,8,8.1,10 B Edge v20 to v38
@ Moxzilla Firefox from v30 to v49
e Google Chrome v45 to v54
Q Opera v41
©® safari v 5.1.7
Notes:
e *Minimum requirements: Windows XP Service Pack 3.
e For MAC OS X see SETCCE_proXSign_UserManual_MAC_ANG.docx.
e In the current version of proXSign® package, LINUX OS is not supported yet.
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3. PREREQUIREMENTS

3.1. Communication port

Browsers communicate with SETCCE proXSign® component over one of the fallowing
unused ports:

o 14972,
o 41472,
o 57214,
. 61427.

If you use Internet Explorer v8, v9, then one of the first two ports can be used (14972
or 41472).

In order to run SETCCE proXSign® component in your environment you have to ensure
that one of the listed ports are unused.

3.2. Import a personal digital certificate

Your personal digital certificate has to be installed in Windows certificate store. See chapter
7.

3.3. »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates

SETCCE proXSign® component provides a higher level of security to its user by encrypting
the communication between the component and the browser.

Therefore two digital certificates issued by SETCCE d.o.o. has to be installed on your
computer as a trustworthy certificate:

e SETCCE services root CA and

e SETCCE proXSign intermediate CA,
hereinafter referred to as SETCCE digital certificates.

3.3.1. How to install »SETCCE digital certificates«

Both digital certificates are automatically installed into Windows computer certificate store
during the first setup of the SETCCE proXSign® component (Start->mmc.exe->File->Add
or Remove snap-ins->Certificates->Local Computer) as a trustworthy certificates

Digital certificate »SETCCE services root CA« is installed in »Trusted Root Certification
Authorities« as shown on Figure 1, since »SETCCE proXSign intermediate CA« is
installed in »Intermediate Certification Authorities« as shown on Figure 2.
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Figure 1: Install »SETCCE services root CA« digital certificate
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Figure 2: Install »SETCCE proXSign intermediate CA« digital certificate

Both digital certificate are also automatically installed in the Mozilla Firefox certificate
store (each user has his own certificate store), but when the SETCCE proXSign® component
is started/launched.

Both SETCCE digital certificates are installed in »Authorities«.

&3

Certificate Manager

T
Your Certifi:ata;l Paoplal SEmer} | Autharities ﬁhers

You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device o=
SETCCEd.ow0. Software Security Device -
LisETCCE dowe.
SETCCE services root CA Software Security Device
SETCCE proXSign intermediate CA Software Security Device
4bisterna Nacional de Certificacion Electronica i
PSCProcert Builtin Object Token Y
aSkype Click to Call
localhost Software Security Device

View... Edit Trust... Export.. | | Delete or Distrust...

Figure 3: Install SETCCE digital certificates in Mozilla Firefox certificate store
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You can check thumbprints of »SETCCE services root CA« and »SETCCE proXSign
intermediate CA« digital certificates in digital certificate details view. Thumbprint of
»SETCCE services root CA« installed in your digital certificate store must match Thumbprint
on Figure 4 and thumbprint of »SETCCE proXSign intermediate CA« must match

Thumbprint on Figure 5.

Certificate

| General | Details | Certification Path

|

Show: [-:AI:- -]

Field Value S

" |Pubic key RSA (4096 Bits)

i |subject Key Identifier 113fa467 11ac d1 1Fd36a ...

{1 | Authority Key Tdentifier KeylD=113fa4 67 11acdl L.,

EBadc Constraints Subject Type=CA, Path Lengt... [

i |xey usage Digital Signature, Certificate Si... |_
|Thumberint aloerithm __shal 3
i d0 64e23F30 2ccebd 5039 ...

dl 64 e2 3f 30 2c ce bd 50 39 £f S1 31 25
bb ac 85 39 b7 B4

Learn more about certificate details

Edit Properties... | | CopytoFie.. |

(o |

Figure 4: »SETCCE services root CA« digital certificate's thumbprint

-

Certificate ﬂ
| General | Detais | Certification Path |
Shiaw: [qﬁlp vl

Field value -

[l subject Key Identifier 13b2 44 1305b2e4 c6 4fab ...

i | autherity Key Identifier KeylD=11 3f a4 67 11 ac d1 1...

i1/ CRL Distribution Points [1]CAL Distribution Point: Distr...

i | Basic Constraints Subject Type=CA, Path Lengt...

ficllkey usage Digital Signature, Certificate Si.. |_

i i ith shal "

bd 04 7b ef ba ec 91 72 96 43 ... )

bd 04 7b &f b8 ec %1 7a 96 43 =0 =6 c8 fe
93 Sc 45 74 35 90

[ EditProperes... | [ copytoFie... |

Learn more about certificate detais

o)

Figure 5: »SETCCE proXSign intermediate CA« digital certificate's thumbprint
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Important:

1. If you want to install Mozilla Firefox browser on your computer, after the SETCCE
proXSign® component has already been installed and running, you have to restart
the component. The restart of SETCCE proXSign® component installs both SETCCE
certificates into Firefox certificate store. To refresh digital certificates data in the
Mozilla Firefox browser, you must restart browser.

See chapter 5.1 for restart.

2. If you install and run the component using Mozilla Firefox browser, you have to
restart the browser after successful installation.
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4. INSTALLATION AND UPGRADE

SETCCE proXSign® component is installed as a desktop application which runs as a
background process.

The features like »Autoupdate«, »Autostart« and »Check for Updates« are configurable in
SETCCE proXSign® graphical user interface. You can also check if the SETCCE proXSign®

component is running.

4.1. Install SETCCE proXSign® component

The executable program is called SETCCE_proXSign_setup.exe and it is signed with
SETCCE digital certificate, issued by CA Thawte.

Certificate &J

| General | Details | Certification Path

Show: [<AII> v]
Field Value -
D Signature algorithm sha256RS5A
BSignamre hash algorithm sha2sa ‘E ‘
[E] 1ssuer thawte SHA256 Code Signing ... (g
=] valid from 24, marec 2015 2:00:00
=] valid to 23, marec 2017 1:53:59
DSubjev:t SETCCE d.o.0., SETCCE d.0.0...
=] public key RSA (2048 Bits)
m Racir Cnnatraints Suhiert Tune =Frnd Fntity Pat
CN = thawte SHA256 Code Signing CA
0 = thawte, Inc.
C=US5

Edit Properties... Copy to File...

Learn more about certificate details

Figure 6: SETCCE digital certificate used for signing proXSign® executable package

SETCCE proXSign® component could be installed in two ways:
e Silent installation
e Standard installation

Both installation procedures demands administration privileges.

Important:
Before you start with setup procedure, make shore that proXSign® component doesn’t run

on your computer (under any user on your computer). See chapter 5.3 for stopping the
proxsign® component.
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4.1.1. Silent installation

Silent installation can be run in two modes:
e Silent installation with autostart of the component
e Silent installation without running the component

4.1.1.1. Silent installation with autostart

Run the SETCCE proXSign® component in command prompt with the next command:
SETCCE_proXSign_setup.exe /silent

Component will be installed in silent mode. After successful installation the component will
start automatically.

4.1.1.2. Silent installation without running the component

Run the SETCCE proXSign® component in command prompt with the next command:
SETCCE_proXSign_setup.exe /silent /norun

Component will be installed in silent mode but it won't be started at the end.

4.1.2. Standard installation

Installation steps:

1. Log in to your user account as administrator.

2. Download, save and unpack the distribution package.

3. Double click on SETCCE_proXSign_setup.exe.

4. For the security reasons, check the Security Warning dialog window (Figure 4). If the
component is proXSign® and the publisher is SETCCE d.o.0., then click »Yes«.

%) User Account Contral @

Do you want to allow the following program to make

<" changes to this computer?

Program name:  SETCCE proXSign® Setup
Verified publisher: SETCCE d.o.o.
File angin: Hard drive on this computer

(%) Show details Ves No

Change wehen these notifications appear

Figure 7: Security warning dialog window

5. Than fallow the setup instructions as shown on Figure 8.
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ﬁ! SETCCE proxSign® component suite setup - x

Welcome to the SETCCE
proXSign® Setup Wizard
Thig will install SETCCE proXSign® 2.0.6.1 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Figure 8: Setup procedure of proXSign® component

During the installation process, you can choose between two additional options:
1. Create a desktop icon (Figure 8).
2. Launch proXSign (Figure 9).

ﬁ! SETCCE proXSign® component suite setup —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing SETCCE
proXSign@, then dlidc Next.

Additional icons:

Create a desktop icon

< Back Cancel

Figure 9: Option »Create a desktop icon«
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ﬁl SETCCE proX5ign® component suite setup —

Completing the SETCCE
proXSign® Setup Wizard

Setup has finished installing SETCCE proXSign® on your
computer, The application may be launched by selecting the
installed icons,

Click Finish to exit Setup.

Launch proXSian

Figure 10: Choosing option »Launch proXSign« during installation process

By choosing an option »Launch proXSign«, the component is launched as soon as
installation process is finished.

When proXSign component is launched, the main dialog window »Certificates« is opened
and all user's digital certificates, installed in Windows personal digital store, are listed.

1 SETCCE proXSign 2.0.6.1 >
Certificates ~

Issued to Issued by

b Helena Ostanek SETCCE
Seftings b
1 = Quit

Figure 11: Main window “Certificates”

Important:

1. The first time you log-in as a standard user after proXSign® component has been
installed on your computer, you have to run the component, since it is not started
automatically. See chapter 5.1.

2. The SETCCE proXSign® component uses two digital certificates; »SETCCE services
root CA« and »SETCCE proXSign intermediate CA«. See chapter 3.3 for details.
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4.2. Autoapdate of SETCCE proXSign® component

The component can be updated on request or automatically (if new release is available).
Both update procedures demands administration privileges.

Configure »Autoupdate«:

1. In System Tray select »proXSign« icon; the dialog window with all your personal
digital certificates appears.

2. Click on »Settings«.

3. Choose option »Autoupdate«.

“N SETCCE proXSign 2.0.6.1 x
Certificates v
Settings -

[V Autostart

v Autoupdate

¥ Check for updates

1 = Quit
Figure 12: »Autoupdate« option

Option »Autoupdate« is disabled by default.
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4.3. Check for updates

By clicking on button »Check for updates«, you

proXSign® component is available.

1
Certificates v
Settings A
(v Autostart

W autoupdate

c Chedk for updates

A proXSign updates *
\i]) Version 2.0.6.1 is up to date
ook |
14 & Quit

Figure 13: Option »Check for updates«

can check if new release of SETCCE
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5. QUIT AND RESTART SETCCE PROXSIGN® COMPONENT

5.1. Start SETCCE proXSign® component

The component itself can be started in three different ways - depending which option is
chosen during the installation process:

1. The component is already running (if you are logged in as administrator and the
component was installed with option »Launch proXSign«). In this case check the
System Tray for proXSign icon.

B O
¢ I

|0 &

Customize...

= <

Figure 14: proXSign icon in System Tray

2. From »Start« ©. menu: you can choose proXSign from the list or type proXSign in
the search box.

&0 VMware Player »

1 proXSign

»  AllPrograms

Search programs and files ol ﬁ
Ba = e =

Figure 15: Run proXSign from Start menu

3. By clicking on desktop icon oo

during the installation process).

(if the option »Create a desktop icon« was chosen
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5.2. Autostart SETCCE proXSign® component

The SETCCE proXSign® component supports autostart functionality. If »Autostart« option
is configured, the component is run when you log-in.

Configure »Autostart«:

1. Inthe System Tray, click on »proXSign« icon; the dialog window with all your personal
digital certificates is shown to you.

2. Click on »Settings«.

3. Choose option »Autostart«.

“N SETCCE proXSign 2.0.6.1 ¥
Certificates v
Settings -

[+ Autostart

[ Autoupdate

¥ Check for updates

1 = Quit
Figure 16: Option »Autostart«

Option »Autostart« is enabled by default.

5.3. Quit (Stop) SETCCE proXSign® component

We suggest to run proXSign component as a background process. In this case, the

component itself does not perform any activity except if it is configured to perform

»autoupgrade«. If »autoupgrade« option is configured, the component periodically checks

(every 3 hours) if there is a new release available.

o If you want to stop the proXSign component (kill the process) click on »Quit« ~ **
button.

See Chapter 5.1 for restart.
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e If you want to hide or minimize the SETCCE proXSign user interface, then click on

E. In this case, the SETCCE proXSign component is still running in the
background and the proXSign icon is placed in the System Tray.

“N SETCCE proXSign 2.0.6.1 *
Certificates v
Settings ~

(¥ Autostart

[J) Autoupdate

s Check for updates

“N version 2.0.6.1is up to date = Quit

Figure 17: Options »Quit« and »Close«
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6. REMOVING SETCCE PROXSIGN® COMPONENT

To be able to remove SETCCE proXSign® component from your computer you have to log
in as administrator.

Steps for removing component:
1. Open »Control Panel« from the Start menu and choose »Programs and Features«.
2. Choose SETCCE proXSign® component from the list.
3. Right click on it and »Uninstall«.

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize =  Uninstall

Marne Publisher
@WinMerge 2.14.0 Thingamahc
':.E\;"Mware Flayer WhAware, Inc
(B visual Studia 2010 Prerequisites - English Microsoft Ce
2" TortoiseSWM 1.9.1.26747 (64 bit) TortoizeSyH
H Teamtiewer 11 Tearmtfiewer
% Soapll 513513 SrmartBear St
Ej Snagit 12 TechSmith C
aSkype“"?.T Skype Techn
@Skype Click to Call Microsoft Ce
& simplifast simplitec Grr
(25 sETCCE proXSign® XML Active} 12,27 - XML Digital Signatures, Encryption and... SETCCE
[F SETCCE proxSign® XL 1.2,27.1000 for Gpera, Chrame and Safari browsers SETCCE
[R5 SETCCE proXSign® SDK Setup 3.6.0 SETCCE
[F SETCCE proXSign® SDK Setup 3.1.0 SETCCE
[F1SETCCE proxSign® PDF ActiveX 1.2.27 - PDF Digital Signatures plugin - User SETCCE
B SFTCCE pepisign® POE 1 20 27 for Onera Chrome and Safar hrowser ETCCE
F:;‘SETCCE proXsigni® 2,0,6,1 FETCOE
St pe el Hink Definitionn aodic Driger Uninstall caltel Seni
[ uest Softwvare Toad for SOL Server Freeware 6.1 Quiest Softwe:

Figure 18: Uninstall proXSign from your computer

The SETCCE proXSign® component is removed from your computer.
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7. INSTALLING A DIGITAL CERTIFICATE

7.1. Is your personal digital certificate installed on your
computer?

In order to use SETCCE proXSign® component on your computer, your personal digital
certificate has to be installed in Windows digital certificate store or on smart card.

Steps to install your personal digital certificate in Windows store by Internet Explorer,
Edge, Chrome, Opera and Safari on Windows OS are as follows:

1. Save your personal digital certificate on your computer.

2. Double click on your digital certificate and follow the instructions.

Certificate Import Wizard Iﬁ

File to Import
Spedify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P78)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

[ <Back |[ Mext> | [ concel |

Figure 19: Installing your personal digital certificate

3. Then click »Import« and select your certificate. Enter the password in the dialog
window and click »OKx«.

4. Your personal digital certificate is installed in Windows digital store, among Personal
certificates, as shown on Figure 20.

Certificates X

Intended purpose: <Al v

ﬂvEr People Intermediate Certification Authorities Trusted Root Certification) 4 | *

Tssued To Issued By Expiratio...  Friendly Name
54 Janez Novak sitest-ca 11. 10. 2...  <None>
Import... Export... Remove Advanced
Certificate intended purposes
<All>
Wiew

Figure 20: Digital certificate »Janez Novak« among Personal certificates.
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7.2. Is your root certificate installed on your computer?

In order to use SETCCE proXSign® component, you have to install root certificate of

Certification Authority which has issued your personal digital certificate.

You have to install root digital certificate into Windows digital store in Trusted Root

Certification Authorities«, as shown on Figure 21.

Figure 21: Root certificate »sigen-ca« in Trusted Root Certification Authorities«

Certificates

==

Intended purpose: <Al

Intermediate Certification Authorities || Trusted Root Certification Authorities | Trusted publ 4 | »

Issued To

CRlsETccE duon,

[E ]
lsitest-ca

Sl starfield Class 2 Ce...
Cglstarfield Root Certi...
LglstartCom Certificati. .
gl Thawte Premium Se...

Issued By
SETCCE duo.o.

sitest-ca

Starfield Class 2 Certi, .,
Starfield ook Certific...
StartCom Certification. ..
Thawte Premium Serv...

Expiratio. .

17.2.2024

3.1z.zoz1
29.6,2034
1.1.2038
17.9.2036
1.1.2021

Friendly Name n

<Mone:>

o

<None=

Starfield Class 2., (2
Starfield Rook C...
StartCom Certifi. .,
thawte 2

Import... Export... Remove

Certificate intended purposes

Advanced

Server Authentication, Client Authentication, Code Signing, Secure Email, Time
Skamping, Encrypting File System, Document Signing, OCSF Signing

Leatn more about certificates

e

7.3. How can you find/check or install digital certificate
in Windows digital store?

Digital certificate can be installed as described in chapter 7.1. In addition to that you can
also fallow the installation steps described below.

Installation steps:

1. Open Internet Explorer.

Press »Alt + X«.

2
3. From »Tools« drop down menu choose »Internet Options«.
4. Choose tab Content« and option »Certificates«.

proXSign®
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Internet Options @
General | Security | Privacy Connections Programs | Advanced

Certificates

Use certificates for encrypted connections and identification.

—
[ Clear 551 state ]I Certificates |I Publishers |

AutaComplete

?; AutoCamplete stores previaus entries Settings

y an webpages and suggests matches
For you,

Feeds and Web Slices
+—| Feeds and Web Slices provide updated Settings
7| content From websites that can be
read in Internet Explorer and other
programs.

(a4 Cancel Apply

Figure 22: Find »Certificates« among »Internet options «

5. The dialog window shown on Figure 21 will pop up.
e You can find your personal certificates under tab »Personal«.
e You can find your root CA certificates under tab »Trusted root Certification

Authorities«

Digital certificate installation procedure:
e To install your personal digital certificate choose tab »Personal« then press
»Import« and fallow the steps from chapter 7.1.
e To install root CA digital certificate choose tab »Trusted root Certification
Authorities« then press »Import« and fallow the steps from chapter 7.2.
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